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INOJIMTUKA

HH(OPMANMOHHOMH 0€30MACHOCTH HHPOPMALMOHHBIX CHCTEM MEPCOHAIbHBIX JAHHBIX
I'BY3 «IlporuBorydepkyJiesnblii canaTropuii KaiuHuHrpaackoi odaacTu»

Onpenesenus

B HacrosimeM [OOKyMEHTE HCIOJIB3YIOTCA CIEAYIOUIME TEPMUHBI U UX OIpPEIEICHHUS.

ABTOMATH3HPOBAHHASl CHCTEMA - CICTEMA, COCTOSIIAs U3 NIepCOHala U KOMIUIEKca
CPEACTB aBTOMATH3ALMM €ro JEeATEIbHOCTH, pealu3yromas HHPOPMALUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHIA.

AyTeHTHGUKAUMSA OTHPABUTENs JAHHBIX - TMOATBEPXKJIECHUE TOT0, YTO OTIPaBUTEIh
MIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3aBJIICHHOMY.

Be3onacHocTh MepCOHANBHBIX [JAHHBIX - COCTOSHHE 3alllMIICHHOCTH NEPCOHAIbHBIX
NaHHBIX, XapaKTEepU3yeMO€  CIOCOOHOCTBIO  IOJb30BaTeNiel, TEXHUYECKUX  CPEICTB U
MH(POPMAIIMOHHBIX TEXHOJIOTUH 00ecTeunTh KOH(DHUICHINATBHOCTD, LEIOCTHOCTh M JIOCTYITHOCTD
NEPCOHAIBHBIX JAHHBIX MPH X 00paboTKe B MHPOPMALMOHHBIX CHCTEMaX NePCOHANBHBIX JTaHHBIX.

Buomerpuueckne mnepcoHaJbHbIe [JaHHbIE - CBEJCHHUS, KOTOPHIE XapaKTEPU3YIOT
dbuznonornueckre 0COOEHHOCTH YEJIOBEKa U Ha OCHOBE KOTOPBIX MOXHO YCTAHOBUTH €r0 JIMYHOCTH,
BKITI04ass (hoTorpaduu, OTIEYaTKN MAIBIEB, 00pa3 CETYATKH IIia3a, OCOOCHHOCTH CTPOCHHS Tella U
JPYTYIO IT01I00HYI0 HH(OPMALIKIO.

BiiokupoBanue MepPCOHAJIBHBIX JIAHHBIX - BpPEMEHHOE TpeKpalieHue coopa,
CUCTEeMAaTU3aIlNH, HAKOIJICHHSI, HCTIOIb30BAHMS, PACIIPOCTPAHEHHUS, IEPCOHATBHBIX JIaHHBIX, B TOM
qHCclie UX Mepeiadm.

Bupyc (KOMIBIOTEPHBIH, NPOrPAMMHBIH) - HCIHOJHAEMbIA IPOTPAMMHBIA KOJ HWJIHU
UHTEPIPETUPYEMbIi HA0Op MHCTPYKIMM, 0O0Jajaroluii CBOMCTBAMH HECAaHKIMOHUPOBAHHOIO
pacnpocTpaHeHuss U camoBocnpousBeneHus. Co3naHHble AyOIMKaThl KOMIBIOTEPHOIO BHpyca HE
BCEr/la COBIA/AlOT C OPUTHHAJIOM, HO COXPAHSIOT CIIOCOOHOCTD K JajbHEHIIEMy paclipOCTPaHEHUIO U
CaMOBOCITPOU3BEICHHUIO.

BpenonocHas nporpamma - nOporpaMma, MOpeIHa3HaueHHas JJig OCYIIECTBICHHS
HECaHKI[MOHUPOBAHHOTO JOCTyrna M (WJIM) BO3ACHCTBHUS HA MEPCOHAIBHBIE NAaHHBIE WU PECYpPCHI
WH(OPMAIIMOHHON CHCTEMBI IEPCOHATBHBIX JaHHBIX.

BcenomoraresibHble TEXHHYECKHE CPeICTBA M CUCTEMbI - TEXHUYECKUE CPEJICTBA U CUCTEMBI,
HE TpeJAHAa3HauYeHHblEe s MepeAadd, oOpabOTKM M XpaHEHUs IEepPCOHAJbHBIX JaHHbIX,
YCTaHABIIMBAEMbIE COBMECTHO C TEXHUUYECKUMHU CPEJCTBAMH U CUCTEMAaMH, MpeIHa3HAUEHHBIMH IS
00pabOTKH MEPCOHANBHBIX JaHHBIX WU B IOMEIICHUSIX, B KOTOPBIX YCTAHOBIEHBI HH()OPMALIMOHHBIE
CUCTEMBI IEPCOHANBHBIX JAHHBIX.

Joctyn B OmepanMoOHHYI0 cpeAy KOMIbIOTepa (MH(POPMAIMOHHOM CHCTEMBI
NEePCOHATBbHBIX JAHHBIX) - TOJIy4YeHUE BO3MOKHOCTH 3allyCKa Ha BBIITOJIHEHUE IITATHBIX KOMAaH/I,
GbyHKIUH, TpoLeayp ONepalluOHHON CUCTEMBI (YHUUTOXKEHH S, KOMUPOBaHUS, IEPEMEILEHUS U T.11.),
HCTONTHSAEMBIX (halJIOB MPUKIATHBIX TPOTPaAMM.

Jdoctyn Kk mHpopManuu - BO3MOXHOCTH IOJYYEHUS MHPOPMAIMU U €€ HCIOJIb30BAHMS.

3akJIaJ04HOe YCTPOHCTBO - 2JIEMEHT CPEJICTBA ChbeMa UH(POPMAIUU, CKPBITHO
BHEIPSAEMBIN (3aK/IabIBa€Mblii MM BHOCHMBII) B MeCTa BO3MOXHOIO ChbeMa MH(pOpPMALMU (B TOM
qClIe B OTpaX/IeHNne, KOHCTPYKLNIO, 000pyI0BaHHe, PEAMETH HHTEpbepa, TPAaHCIIOPTHBIE CPE/ICTBA,
a TaK)Ke B TEXHUUYECKUE CPEJICTBA M CUCTEMBI 00pabOTKH UH(POpPMALIIHN).

3ammmaemas nadopmanus - uHPoOpMaLUs, SBISIONIASICS TPESIMETOM COOCTBEHHOCTH U



OJIJIS)KAIIAst 3allUTe B COOTBETCTBUM C TPEOOBAaHUSMU MPABOBBIX JOKYMEHTOB UM TPEOOBaHUSIMH,
yCTaHaBIMBAEMbIMU COOCTBEHHUKOM HH(POPMAIIHH.

NaenTudukanus - IpucBoeHre CyObeKTaM U 00bEeKTaM J0CTyIa uacHTu(uKaropa U (UIm)
CpaBHEHHE MPEABABIIEMOr0 HICHTU(DHKATOPA C IIEPEYHEM NIPUCBOCHHBIX UAEHTU()UKATOPOB.

NupopMaTHBHBINA CHTHAJ - 3JICKTPUYECKHAE CUTHANIBI, aKyCTUYECKUE, YIIEKTPOMArHUTHBIE U
apyrue (Gu3uYecKue MoJjsl, M0 MapameTpaM KOTOPBIX MOXET OBITh PacKpbiTa KOH(UICHIMATbHAS
uHpopmarms  (IepcoHaJbHbIE JaHHbIE) OOpabaTbiBaeMas B  HMH()OPMALMOHHOW  cHCTeMe
MEePCOHANBHBIX JTAaHHBIX.

HNudopmanuonnasi cucrema mnepcoHadbHbIX AaHHbIX (MCIIAH) - wuHpOpManuoHHas
cCUCTeMa, MpPEeJCTaBIsIoNasi coO0i COBOKYITHOCTh MEPCOHAJIBHBIX JAaHHBIX, COJEpKaluxcs B Oaze
JAHHBIX, a Takke HWH(GOPMAIMOHHBIX TEXHOJOTUH M TEXHUYECKHX CPEICTB, IO3BOJISIOIINX
OCYIIECTBIATH 00pabOTKY TaKUX MEPCOHATBHBIX TAHHBIX C UCIOJIH30BAHUEM CPEJACTB aBTOMATH3AIMH
win 0e3 UCIOJIB30BAHUS TAKHX CPEICTB.

NudopmanuonHble TEXHOJOrHM - TIPOIECCHl, METOAbI IOUCKa, cOopa, XpaHEHHS,
00paboTKH, MpPeOCTaBICHHS, PACIPOCTpaHEeHUsI MHPOPMAIIUU U CIIOCOOBI OCYIIECTBICHHS TaKHX
MIPOIIECCOB M METOJIOB.

Hcnonb3oBaHue NepCcOHANBHBIX JAaHHBIX - JIEHCTBUS (Omepaluu) ¢ MepCOHaIbHBIMU
JTAaHHBIMH, COBEpIIAEMbIE ONIEPATOPOM B LIETISX MPUHATHUS PEIICHUN WU COBEPILICHUS UHBIX JICHCTBHIHA,
MOPOKIAFONIMX FOPUINYECKHE MOCIEACTBUS B OTHOLICHUH CyObeKTa MEPCOHANBHBIX JAHHBIX WIIN
APYTHX JHIl JTUOO WHBIM O0pa3oM 3aTpardBalolIMX IMpaBa M CBOOOABI CYOBEKTa MEPCOHATBHBIX
TAHHBIX WU IPYTHX JIHIIL.

Hcrounuk yrpo3bl Oe3omacHocTH HMH@opMamum - cyOBeKT IOCTyma, MaTepUaIbHBIN
O00BEKT WK (PU3NYECKOE SBJICHUE, SIBISIFOIIMECS TPUYMHON BOZHUKHOBEHHUS YIPO3bl 0€30MacHOCTU
nHpOpMaIny.

KouTpospyemast 30Ha - IIPOCTPAHCTBO (TEPPUTOPHS, 3/IaHUE, YaCTh 3JaHusl, IOMEIIECHHE),
B KOTOPOM HCKJIFOYEHO HEKOHTPOIMPYEMOe peObIBaHNE TOCTOPOHHUX JIUII, @ TAK)KE TPAHCIIOPTHBIX,
TEXHUYECKHUX M UHBIX MaTepUaIbHBIX CPECTB.

KoHpuaeHUNaJIbLHOCTh MNEPCOHAIBHBIX JAHHBIX - 00s3aTeNbHOE UIsl COOJIOJCHHUS
OIIepaTOpOM HJIM MHBIM TIOJIYYWBIIMM JOCTYIl K TEPCOHAIBHBIM JAHHBIM JIUIIOM TpeOOBaHUE HE
JIOITyCKATh MX paclpocTpaHeHune 0e3 cornacus CyObeKTa MepcoOHaTbHBIX JAHHBIX WA HAJTHYUS HHOTO
3aKOHHOT'O OCHOBAHUSI.

MeskceTeBoil J3KpaH - JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM  (YHKIHOHAJIBHO-
pacrpeiefieHHOe MpOoTrpaMMHOE (IIPOrpaMMHO-aNIapaTHOE) CPeaCcTBO (KOMIUIEKC), peaTu3yrolee
KOHTPOJIb 32 HH(pOpMaLuell, mocTynamoueil B *HPOPMALMOHHYIO CUCTEMY NEPCOHAIBHBIX TaHHBIX U
(umm) BeIXOIAIIEH U3 MH(POPMAITMOHHOW CUCTEMBI.

Hapyumreab 06e30MaCHOCTH NEPCOHAIBHBIX JAHHBIX - (U3HUECKOE JIUIO, CIyYalHO WUIIH
NpeJHAMEPEHHO COBEpINAIOIIee JEHCTBHS, CIIEACTBUEM KOTOPBIX SBISETCA  HapylleHHe
0€30MaCHOCTH TEPCOHANBHBIX JAaHHBIX TIPH WX O00padOTKE TEXHHUUYECKUMH CPEICTBAMU B
WH(POPMAIMOHHBIX CHCTEMAX TEPCOHAIBHBIX JTAHHBIX.

HeaBTomaTu3npoBaHHasi 00padoTKa NePCOHAIbHBIX JaHHBIX - 00pa0bOTKa MEPCOHATBHBIX
JAHHBIX, COJIEPKAIIUXCS B HH(GOPMAIIMOHHON CUCTEME MEePCOHATBHBIX JAaHHBIX MO0 M3BICUEHHBIX
U3 TAaKOH CHUCTEMBI, CUYHTAETCS OCYIICCTBJICHHOW O€3 WCIIONB30BaHUS CPEICTB aBTOMATH3AIHH
(HeaBTOMATH3MPOBAHHOM) €CIIM TaKHe JEHeTBHS C MEPCOHATBHBIMU JAHHBIMH, KaK UCTIOJIb30BaHHUE,
YTOYHEHHE, PACIPOCTPAHEHHUE, YHUYTOKCHHUE MEPCOHATBHBIX JAaHHBIX B OTHOLICHUHM KaXXJIOTO W3
CyOBEKTOB NMEPCOHANIBHBIX TaHHBIX, OCYILECTBISIOTCS PH HEMOCPEICTBEHHOM YYaCTHH YeJIOBEKA.

HenexsapupoBaHHble BO3MOKHOCTH - ()yHKIIHOHAIBLHBIE BO3MOKHOCTH CPEICTB
BBIUUCIIUTEIILHOW TEXHUKH, HE ONKMCAHHBIE WJIM HE COOTBETCTBYIOIIUE ONMMCAHHBIM B JJOKYMEHTALINH,
IPYA HCIIOJB30BAaHUM KOTOPBIX BO3MOXKHO HapylIeHHWE KOHQHICHIMATBHOCTH, ITOCTYITHOCTH HWIIH
LIEJIOCTHOCTH 00pabaThiBaeMOH nH(pOpMAIIHH.

HecaHKIIMOHMPOBAHHBIA OCTYN (HECAHKI[MOHHPOBAHHBIE JEHCTBUSA) - JOCTYN K

MH(OPMALMH MM TeHCTBHSA ¢ HHpOpMAILHeil HapYIIAOIHE IPABKIIa Pa3TPAHMYEHHUS JOCTYIA C



UCMOJIb30BAaHUEM  IITATHBIX CPEJACTB, MPENOCTABISIEMbIX HH(POPMALMOHHBIMU  CHUCTEMaMHU
NEPCOHAIbHBIX JAHHBIX.

Hocureas mHpopManum - GU3MYECKOE JIMIO WIM MaTepHAIbHBIA OOBEKT, B TOM 4YHCIE
¢pusnyeckoe moje, B KOTOPOM UH(OpPMAIHMS HAXOIUT CBOC OTPaKCHHE B BUJIE CUMBOJIOB, 00pa3oB,
CUTHAQJIOB, TEXHUYECKHX DELICHUH U NPOLIECCOB, KOJIWYECTBEHHBIX XapaKTEPUCTHK (PU3NYECKUX
BEJIMYHMH.

O0e31M4YMBaHMe EPCOHAIBHBIX JAHHBIX - JICHCTBUS, B pE3yJIbTaTe KOTOPHIX HEBO3MOXKHO
OTIPENIeNIUTh NPUHAAICKHOCTh MEPCOHANBHBIX AHHBIX KOHKPETHOMY CyOBEKTY IMEpCOHAIBHBIX
JTAHHBIX.

OOpaboTKka MEPCOHAIBHBIX JAHHBIX - NEHCTBUA (ONEpaluu) ¢ NEPCOHAIbHBIMH JIaHHBIMH,
BKJIFOUAsi cOOp, CUCTEMATH3alNI0, HAKOIUICHUE, XpaHEeHHe, YTouHeHHe (0OOHOBJIECHUE, W3MEHEHHE),
UCIOJIb30BaHUE, PACIpPOCTpaHEHUEe (B TOM uyHcle Mepenady), oOe3auuuBaHue, OJIOKMpPOBAHUE,
YHUUYTOKEHNE IEPCOHAJIBHBIX JaHHBIX.

OO0menocTynHble  NepPCOHAIbHbIE [JaHHbIe - IEPCOHAJbHbIE  JaHHBIE,  JOCTYII
HEOI'PaHMUYEHHOI'0 Kpyra JIUI] K KOTOPBIM IIPEJOCTABIIEH C COTIacHsl CyObEeKTa EePCOHANBHBIX TaHHBIX
WIM Ha KOTOpbIE B COOTBETCTBMM C (peliepajibHBIMM 3aKOHAMHU HE pacHpocCTpaHsercss TpeOoBaHHE
coOuro/IeHHs KOH(UACHIIHATLHOCTH.

Omnepartop (mepcOHAJBHBIX AAHHBIX) - TOCYAAPCTBEHHBIN OpraH, MyHULMIIAJIbHbIN OpraH,
IOpUIMYECKOe WM (DU3MUYECKOE JIMI0, OpraHusymomiee W (WIM) OCYIIECTBISIFONIEe O0O0paboOTKy
MIEPCOHABHBIX JaHHBIX, & TAKXKE OMPEACISIONINE eH U COJepKaHne 00pabOTKH NepCOHATbHBIX
JTAaHHBIX.

TexHunueckue cpeacTBa MHPOPMALMOHHON CHCTeMbI IEPCOHAIBHBIX JAHHBIX - CPEICTBA
BBIUUCIIUTENIbHOW TEXHUKH, MH(OPMAIMOHHO-BBIYMCIUTEIbHbIE KOMIUIEKCHI M CETH, CPEICTBA U
cucTeMbl iepeaun, npuema u oopadorku I1/[H (cpeacTBa u cucTeMbl 3ByKO3aIIUCH, 3BYKOYCHIICHUS,
3BYKOBOCIIPOM3BE/ICHUS, EPErOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEJCTBA H3TOTOBIICHUS,
TUPAKXUPOBAHUS JOKYMEHTOB U JIPYrHe TEXHUYECKHE CPeICTBA 0OpabOTKH peueBOid, Tpa@uecKoi,
BUJIEO- U OyKBEHHO-LIM(PPOBON MH(OpMaIUK), IPOrpaMMHbIE CpeACTBa (ONEpallMOHHbIE CHCTEMBI,
CHCTEMbI yIpaBiieHHs 0a3zaMH JaHHbBIX U T.I.), CPEJICTBA 3allUThl MH()OpMAIMK, IPUMEHSIEMbIE B
MH(OPMALIMOHHBIX CHCTEMAX.

IMepexBar (MH(bOpPMALUK) - HEMPABOMEPHOE MONyYeHHE MH(POPMALMH C HCIOIb30BAaHHEM
TEXHUYECKOI'0 CPEJCTBA, OCYLIECTBIISAIONIEI0 OOHApYKEeHHE, TPUEM U 00paboTKy MH(POPMATHUBHBIX
CUTHAJIOB.

IMepconaibHble AaHHBIE - J00as MH(OpMALUs, OTHOCAINASCS K ONPENEIEHHOMY WU
OIpe/IeNIIeMOMY Ha OCHOBaHMH TakoW MHpopManuu Gpusndeckomy Iuiy (CyObeKTy NepcoHaIbHBIX
JTAHHBIX), B TOM YHCJe ero (GpaMuims, UMs, OTYECTBO, I'OJl, MECHIL, AaTa U MECTO POKICHHUS, aJipec,
ceMelHoe, COIMalbHOE, UMYIIECTBEHHOE MOJI0XKEeHHe, 00pa3oBaHue, mpodeccus, 10XO0/bl, Apyras
uHpopManus.

[ToOouHbIE 3JEKTPOMAarHUTHbIE W3JIyYEHUS U HABOJAKU - DJIEKTPOMArHUTHBIE H3IIY4YECHHUS
TEXHUYECKHUX CPEJCTB 00pabOTKH 3aluuIaeMoi HH(pOpMaIum, BO3HUKAIOIUE KaK TOOOYHOE SBJICHHUE
Y BBI3BAHHBIE IEKTPUYECKMMM CUTHAJaMM, JCHUCTBYIOIIMMH B UX DJIEKTPUYECKMX M MAarHUTHBIX
HensX, a TaKXe OJJIEKTPOMArHUTHbIE HABOJKM OSTUX CHUTHAJOB Ha TOKOINPOBOJSIINE JIMHUH,
KOHCTPYKLUU U LIETIH TUTaHUS.

ITosmTuka '"yucroro crona" -  KOMIUIEKC  OpPraHU3alMOHHBIX  MEPOIPHUATHI,
KOHTPOJIMPYIOLNX OTCYTCTBHE 3alIUCHIBAaHMSI HAa OyMa)kHbIe HOCUTENH KIIF0Yel 1 aTpuOyTOB JI0CTyMa
(mapomneit) u xpaHeHus! uX BOJU3U OOBEKTOB JOCTYIIA.

[loab3oBaTesib MHPOPMALMOHHON CHCTEMbI NEPCOHAJbHBIX [JaHHBIX - JIHIIO,
ydacTByloniee B (yHKIIMOHUPOBAHUUM HH(POPMAIIMOHHON CHUCTEMBbI MEPCOHAIBHBIX NAHHBIX WIIN
UCIOJIb3YIONIEE Pe3yNbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHuyeHust 10CTyNAa - COBOKYMHOCTh MPaBUJI, perjlaMEHTHPYIOIIHMX IIpaBa
J0CTyIa CyOBEKTOB JIOCTyMa K 00bEeKTaM J0CTyIA.

IIporpammHuas 3akiajaKa - KoJ IporpamMMbl, IPeAHaAMEPEHHO BHECEHHBIN B MPOTrpaMMy ¢
LEJIBIO0 OCYILECTBUTH YTEUKY, H3MEHHUTH, OJIOKHPOBATh, YHUITOKUTH HHPOPMAITUIO UIIN



YHUYTOXHTh M MOAM(PHIMPOBATH MPOrpaMMHOE OOecredYeHne HHQPOPMAIMOHHOM CHCTEMBI
MEPCOHATIbHBIX JAHHBIX U (WIN) OIOKUPOBATH allllapaTHBIC CPENICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YecKOe) BO3JeCTBHE - HECAHKIMOHHUPOBAHHOE
BO3JICHICTBUE Ha PECypCchl aBTOMATH3UPOBAHHON MH(OPMAIIMOHHOM CHCTEMBI, OCYIIECTBISIEMOE C
KCII0JIb30BAaHUEM BPEIOHOCHBIX IIPOrPAMM.

PackpbiTHe mNEpPCOHANBHBIX JAHHBIX - YMBIIUICHHOE WM CIydailHOe HapylleHUe
KOH(UIEHIMATbHOCTUIIEPCOHANIBHBIX TAHHBIX.

PacnpocTpaHeHue mnepcoHAJBLHBIX JAAHHBIX - JICHCTBUS, HANpaBJCHHBIE HA Iepeady
MEPCOHANBHBIX JAHHBIX OMpPENEICHHOMY KpYry Jull (Ieperadya MepCOHANbHBIX NAaHHBIX) WJIM Ha
O03HAKOMJICHHE C TIEPCOHAJIBHBIMU JIAaHHBIMH HEOIPAHMYEHHOIO0 Kpyra JHuIl, B TOM YHCIIE
o0HapoJ0BaHHE NEPCOHAIBHBIX JAHHBIX B CPEJCTBAX MAacCOBOM HHQOpMAIMH, pa3MelleHHue B
MH(OPMAIMOHHO-TEIIEKOMMYHUKAITMOHHBIX CETSAX WU MPEJOCTaBICHHUE JOCTYNA K MEPCOHATBHBIM
JTAHHBIM KaKHM-TTHO0 MHBIM CIIOCOOOM.

Pecypc nH(popManiuOHHOI CHCTEMBI - HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO, IMPUKIIAJHOTO
WM almapaTHoro odecneueHus pyHKIMOHUPOBAHUS HHPOPMALIMOHHON CUCTEMBI.

CrnenuajbHble KATETOPUHU NMEPCOHATBbHBIX JAHHBIX - [IEPCOHAJIbHBIE JAaHHBIE, KACAIOIINECS
pacoBOil, HAIMOHAILHONW NPUHAMICHKHOCTH, TMOJUTHYECKUX B3IJISIIOB, PEIUTHO3HBIX  WIIU
¢bunocopckux yOeKIEHUH, COCTOSHUS 3/I0POBbS W WHTUMHOU XU3HU CyOBEKTa MEPCOHATBHBIX
JTAHHBIX. -

CpeacTBa BBIYHCJIUTEILHON TEXHUKH - COBOKYIHOCTH MPOTPAMMHBIX U TEXHHUYECKUX
JJIEMEHTOB cHCTeM OOpabOTKM MAaHHBIX, CHOCOOHBIX (DYHKIMOHHPOBATH CAMOCTOATEIHHO WJIH B
COCTaBe JAPYTUX CUCTEM.

Cy0bekT gocryna (cy0beKT) - JULO WM IPoLece, JeHCTBUS KOTOPOIO PErIaMeHTUPYIOTCS
MpaBUJIaMHU Pa3rpaHUYCHUS TOCTYIIA.

TexHn4yeckuii KaHajd yTe4KH HWH(OPMAIMHU - COBOKYIMHOCTh HOCHUTENSI HHGOpMaIUu
(cpencTBa 00pabOTKM), PU3HUECKOM Cpebl pacpoCcTpaHeHUsI HH(OOPMATUBHOTO CUTHAJIA U CPEJICTB,
KOTOPBIMH JTOOBIBACTCS 3ammuiiacMasi iH(GopMarmsi.

TpancrpaHn4yHas nepeaavya NepCOHAJBHBIX JAHHBIX - [IEpeaya MePCOHAIbHBIX JAHHBIX
omepatopoM uepe3 l'ocymapctBeHHyro Trpanuny Poccuiickoii ®enepauvii OpraHy BJIacTH
HMHOCTPAHHOTO rOCYIapCTBa, PU3NYECKOMY HIIM IOPUAMYECKOMY JIMIY HHOCTPAHHOTO TOCYIapCTBa.

Yrpo3sl 6€301aCHOCTH NEPCOHAJIBHBIX JAAHHBIX - COBOKYITHOCTH YCJIOBHHM U (PaKTOPOB,
CO3/IAI0IIMX ONAacCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE Cily4ailHOro, JocCTyma K
MEPCOHAJIBHBIM  JaHHBIM, PE3YJIbTATOM KOTOPOTO MOXET CTaTh YHHUUYTOXXEHHE, HW3MEHEHUE,
OJIOKMpOBaHME, KOMUPOBAHHE, PACHPOCTPAHEHUE TMEPCOHAIBHBIX JIAHHBIX, a TaKXXe WHBIX
HECaHKIMOHUPOBAHHBIX BO3JEHCTBUU TMpH UX 0O0paboTKke B HWHPOPMAIMOHHON CHCTEME
MEPCOHAIIbHBIX TAHHBIX.

YHUYTOKEHNE NMEePCOHAIBHBIX JAHHBIX - JCHCTBUS, B pPe3yJbTaTe€ KOTOPBIX HEBO3MOKHO
BOCCTAaHOBUTH COJIEp’KaHUE TMEPCOHANBHBIX JAHHBIX B WH(OPMAIMOHHOW CHCTEME MEPCOHAIbHBIX
JAHHBIX WM B pe3ylbTaTe KOTOPBIX YHHUYTOXKAIOTCA MaTepHAIbHBIE HOCHUTEIH TEPCOHAIBHBIX
JTAHHBIX.

Yreuka (3ammmaemMoi) HHGOPMALUM 10 TEXHUYECKUM KAHAJIAM - HEKOHTPOJIHUPYEMOE
pacmnpocTpaHeHue HHPOPMAIMU OT HOCUTENS 3aluiaeMoil nHpopmarmu yepe3 GU3NIECKYI0 Cpey
710 TEXHUYECKOTO CPEACTBA, OCYIIECTBIISIONIEr0 epexBaT HHPOPMAIUH.

Yupexkaenune - yudpexaeHHUS 3[paBOOXpPAHEHUs, COIMAIBHOU cepbl, TpyAa U 3aHITOCTH.

Ys3BUMOCTB - CIIa00CTh B CPEJCTBAX 3AIIUTHI, KOTOPYIO MOXKHO UCIIONB30BATh IS
HapyLICHUs CUCTEMBI WIIH coZiep Kallieiicsl B Hell MHpOopMaIlii.

HenocTtHocTs MH(OPMANMU - CIOCOOHOCTH CPEICTBA BBIUMCIUTEIBHOW TEXHHKH WU
ABTOMATU3MPOBAHHON CUCTEMBI 00€CTICUNBATh HEU3MEHHOCTh HH(OPMAITUHU B YCIOBUSAX CIIYIAHOTO
W/WIH IPETHAMEPEHHOT0 UCKAXEHUS (Pa3pyIICHHS).



O003HaYeHUs U COKPAILEHUS

OBJITYBCAHATOPUU — I'BY3 «IpoTHBOTY6EpKYIE3HEIH caHaTopuii KanuHuHrpaackoit
obnacTu»

ABC - aHTUBHpYCHBIE CpE/ICTBA

APM - aBTOMaTH3MpOBaHHOEpabOUEE MECTO

BTCC - BcnomorarenbHble TEXHUYECKHE CpPEICTBA U

cucrembl  MCIIIH -  uHpopManuoHHas  cucTeMa

nepcoHaIbHBIX JaHHbIX K3 - koHTponupyemas 30Ha

JIBC - nokanbHasi BBIYACIUTEIbHAS CETh

MD - MmexceTeBOM KpaH

HCJI - HecaHKIIMOHMPOBAHHBINIOCTYIT

OC - onepaimoHHasi cuctema

I1/1p1 - nEpCOHANIBHBIE TAHHBIE

I[IMB - nmporpamMmMHO-MaTeMaTHYECKOECBO3ICUCTBUE

10O - mporpamMmmMHOe obecrieueHue

I[ISMMUH - no604HbIE 37E€KTPOMArHUTHBIC U3TyICHUS U HABOJKH

CA3 - cucremMa aHanM3a 3alIUIIEHHOCTH

C3U - cpencTBa 3amuThl KHPOPMALIUU

C3II1H - cucrema (I0ACUCTEMA) 3aUThl IEPCOHAIBHBIX JAHHBIX

COB - cucrema oOHapy>KeHUS BTOPKEHHUI

TKYU - TtexHuueckue KaHajbl yTeUKH WHGOpMAIUU

VYBII/IH- yrpo3sl 6€301acHOCTH NEPCOHAIBHBIX JAHHBIX

BBenenue
Hacrosimas Ilonutuka wuHbopMarmonHoi 6e3zomacHoctu (nanee - Ilonutuka) I'BY3
«IIpoTuBOTYOEpKYIE3HBII CaHaTOpUU Kanununrpazackoi obmactu» (Hanee -

OBJITYBCAHATOPUI), paspaGoTana Ha 0OCHOBE peKOMEHaIHit MUHHCTEPCTBA 3IPABOOXPAHEHHS
U collMaiabHOro pa3utus PO sBisercs opuuanbHbIM JOKYMEHTOM.

[TonuTuka pazpaboTaHa B COOTBETCTBUHU C LENSIMHM, 3a/ladaMH U MPUHIUIAMH 0OecTieueHus
0€30MacHOCTH TEpPCOHANBHBIX JaHHBIX, OTpakE€HHbIMM B KoHIenuuu HHPOPMAIIMOHHOM
OezomacHocTH B cdepe 3apaBooxpaHeHus. yTBepkAEHHOU [IpoTokomom Ne 2mpesuamyma
[TpaBUTENBCTBEHHOM KOMHUCCHHM MO HU(PPOBOMY Ppa3BUTHIO, HCIIOJIB30BAHUIO HH(OPMALMOHHBIX
TEXHOJOTHHN [UId yJIy4dlIeHHWs KadecTBa >XU3HM M YCJIOBHM BEIEHHUS MPEANPUHUMATEIbCKON
nearensHOCTH OT 10.03.2022 Ne 7.

[Tonutuka pa3paboTaHa B COOTBETCTBUHU ¢ TpeOoBaHUsAMU DeepanbHOro 3aK0HA OT 27 HIOJIs
2006r. M 152-®3 "O nepcoHanbHBIX NaHHBIX" W mocraHoBieHus IIpaBurensctBa Poccuiickoit
Oenepannu or 17 wHosiOps 2007r. Ne781 "OO6 yrBepknenun Ilomoxkenust o0 oOecrieueHUN
0€30MacHOCTH TEPCOHAJbHBIX JIAaHHBIX NpU HUX 00paboTke B HH(OPMALMOHHBIX CHCTEMax
IIEPCOHAIIBHBIX JIAHHBIX ', HA OCHOBaHUMU:

"PekoMenganuii 1o obOecrieyeHU0 O€30IMaCHOCTH MEPCOHANbHBIX JAHHBIX MPU HX
00paboTke B MH(GOPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX TAHHBIX", YTBEPKJACHHBIX 3aMEeCTUTEIEM
mupexktopa @CTOK Pocenn ot 15.02.2008 1.,

"TUMOBBIX TpeOOBaHMI IO OpraHu3alMd W OOECIEeYeHUI0 (PYHKIIMOHUPOBAHMS
mupoBanIbHBIX (KpUITOTrpahUUecKUX)CpeACTB, MpeJHa3HAYCHHBIX JUIS 3aIlUThl HH(OpMAIUU, HE
COJIepKaIlEH CBEIEHUH, COCTABIAIONINX FOCYJapCTBEHHYIO TaliHy B CIIy4ae M3 MCIOJIb30BAHUS IS
obecriedeHHs O€30MaCHOCTH TMEPCOHANBHBIX JaHHBIX MPU HUX 00pabOTKe B HMH(POPMAIUOHHBIX
cHUCTeMaX MEepCOHAIbHBIX JAHHBIX', YTBEPKACHHBIX pykoBoacTBoM 8§ llentpa ®PCH Poccum
21.02.2008 r. M 149/6/6-662.

B Tonutuke onpenenensl TpeboBanus k nepconany MCII/IH, cTeneHb OTBETCTBEHHOCTH



NEpCOHaNa, CTPYKTypa M HEOOXOJMMBIM YpOBEHb 3aIlUIICHHOCTH, CTATYyC M JOKHOCTHBIE

0053aHHOCTH COTPYJHUKOB, OTBETCTBEHHBIX 32 00€CIeUYeHNE GE30IIaCHOCTH MEPCOHAIBHBI JAHHBIX
B UCII/In OBJITYBCAHATOPH L.

1 O6mme MoI0KEHUA.

Lenpro Hacrosmieit ITonmuTuku siBiIseTcst oOecneucHre 0€30IacCHOCTH OOBEKTOB 3allUThI
OBJITYBCAHATOPUSA or Bcex BHUAOB yrpo3, BHEIIHUX M BHYTPEHHUX, YMBILUIEHHBIX U
HeTpeHaMEPEHHBIX, MUHUMHM3AIK yIep0a OT BO3MOXKHOH peayn3aiuu yrpo3 6ezonacuoctu I1/{x
(YBIUIAH#H).

be3onacHOCTh MepcOHATBHBIX JaHHBIX JIOCTUTAETCS ITyTEM  MCKJIIOUCHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM WYHCIIC CIy4allHOTO, JOCTylla K TI€PCOHAJIbHBIM JIaHHBIM,
pe3yIbTaTOM KOTOPOTO MOXET CTaTh YHHYTOXKCHHE, W3MECHCHHE, OJOKHUPOBAaHHE, KOIMPOBAHUE,
pacnpocTpaHeHUE MePCOHAIbHBIX TAHHBIX, a TAK)XKE MHBIX HECAHKIIMOHUPOBAHHBIX BO3ACHCTBUH.
Nudopmanus v CBA3aHHBIE C HEW PECypChl JODKHBI OBITh JIOCTYIHBI JUISS aBTOPH30BAHHBIX
nosib3oBareeil. JIOJKHO OCYIIECTBISITECS CBOEBPEMEHHOE OOHApPY)KEHHE M pearupoBaHHE Ha
VYBIJIH.

JIOMHKHO OCYIIECTBISATHCS MPEIOTBPALCHUE MPEIHAMEPEHHBIX WA CITyYalHBIX, YaCTUYHBIX
WJIM TIOJIHBIX HECAaHKIMOHUPOBAHHBIX MOAU(PUKAINN HIIM YHUYTOKEHUS TaHHBIX.

CoctaB O00BEKTOB 3alUThl MpeacTaBisercs B IlepeyHe TEpPCOHANBHBIX JTAHHBIX,
IOJJICKAIIUX 3aINTE.

Cocras UCII[IH mnomnexammx 3amure, npenactaBisercas B OTuere 0 pe3yibTarax
MIPOBEACHUS BHYTPEHHEH MPOBEPKH.

2. O0aacThb aeiicTBuA.

TpeboBanust Hacrosimiet I[lomuTukKM  pacmpocTpaHsOTCS Ha  BCEX  COTPYIHHKOB
OBJITYBCAHATOPUSI (mTatHbIX, BpEeMEHHBIX, paOOTAIONINX [0 KOHTPAKTY U T.II.), @ TAK)XKE BCEX
MPOYMX JHII (MOAPSAUYNKU, Ay TUTOPHI U T.I1.).

3. CucremMa 3a1IMTHI NEPCOHAJBHBIX JaHHBIX.

Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTponTCcs HA OCHOBaHUMU:
- Oryera 0 pe3ynapTaTax MpPOBENCHHUS BHYTpPEHHEH mnpoBepkH; llepedHsi mepcoHaIbHBIX JAHHBIX,
MO/JIEKALUX 3aLUTE;
- Akrta KiaccupuKauud HHPOPMAIMOHHOM CHCTEMBI NEPCOHAIBHBIX HaHHBIX; Mozenu yrpos
0€30MacCHOCTH MEPCOHATBHBIX JAaHHBIX;
- [Tono>xeHust 0 pa3rpaHMYEHUH MIPaB JOCTyNa K 00pabaThiBa€MbIM NIEPCOHATBHBIM JaHHBIM;
- PykoBomsmux nokymentoB @CTIOK u ®Cb Poccun.

Ha ocHOBaHUUM 3THUX JTIOKYMEHTOB OINpeAesseTcss HeOOXOAUMBIH YpOBEHb 3allUIIEHHOCTH
[Idn xaxnoi UCIIMIn OBJITYBCAHATOPUS. Ha ocHOoBaHMM aHallM3a aKTyaJbHBIX Yrpo3
6e3onacHoctu [1/l1 onucanHoro B Moaenu yrpo3 u Otdera o pe3ynbTarax IpoBeIeHUS BHYTPEHHEN
MIPOBEpKE, JIelaeTcs 3aKJIIOUeHHE O HEOOXOJWMOCTH HCIOJb30BaHUS TEXHUYECKHX CPEACTB U
OpraHMU3aIMOHHBIX MEPONIPUATHI U1 obecnieueHus: 6ezonacHoctu [1/1H. BeiOpanHubie HeoOXo1uMBbIe
MeponpusaTHs oTpaxkatorcs B [lnane meponpustuii no odecrneueHuto 3auursl [1J[H.

st kasxmoit UCTIH momkeH ObITh COCTaBJICH CITUCOK UCTIOJIB3YEMbIX TEXHUUECKUX CPEACTB
3alIUThI, a TaK >X€ MpPOrpaMMHOro obecredyeHus ydyacTByromero B oOpaborke I[I/lH, Ha Bcex
anementax UCIIx:
- APM mione30BarTese;
- CepBepa NpUII0KEHUI;
- CYB/;
- I'pannna JIBC;
- KananoB nepenaum B ceTu 0011€T0 MOJIB30BAHUA U (WIJIH) MEXIYHAPOIHOTO OOMEHa, MepeaaroTcs



IT/1n.

B 3aBucumoctu ot yposHs 3amuieHHoctd UCII/In u akryansHbix yrpos, C3IIJIH moxer
BKJIIOYATh CJIEYIOINE TEXHUYECKUE CPEICTBA:

— AHTUBHMPYCHBIE CPE/ICTBA 7Sl pabounX CTaHIMH TOJIb30BaTENICH U CEPBEPOB; — CPEACTBA
MEXKCETEBOI'0 IKPaHUPOBAHUS;

— cpeAcTBa Kpunrorpaduyeckod 3amuTbl HMHGOpMALMM, IpH Iepefade 3aluIacMon
nHGOpMaIMU TI0 KaHaJlaM CBSA3H.

Tak e B ClIMCOK J0JIKHBI ObITh BKJIFOYEHB! (DYHKIIMHU 3AIIUTHI, 00ecIieYrBaeMble IITaTHBIMU
cpenctBamu  o6pabotku II/ln  omepammonnbiMu  cucteMamu (OC), npuxnagapiM  [1O
CHELUAIbHBIMA KOMIUIEKCAMH, PEAM3YIOIIMMU CpelacTBa 3aiiuThl. CHHUCOK (YHKUMHA 3aluThl
MO’KET BKJIIOUYATh!

- YOpaBJIE€HUE U pa3rpaHUyCHUE JOCTyIa M10JIb30BaTeNel;
- PETUCTPAILMIO U y4eT ACUCTBUI ¢ HHpOpMaLueii;

- oOecrieunBaTh LEIOCTHOCTD JaHHBIX;

- IPOU3BOIUTH OOHAPYKEHUN BTOPIKEHUIA.

Cnucok HCIONb3yeMBbIX TEXHHYECKUX CpPEICTB oOTpaxaerca B [lmane meponpusatuil mno
00ECIEeYEeHNI0 3aIlUThl IEePCOHANBHBIX JaHHBIX. CHHCOK MCIIOJIB3YEMbIX CPEICTB JOJDKEH
IIOJIEPIKUBATHCS B AKTyaJIbHOM COCTOSHMHU. [Ipy n3MeHeHn cocTaBa TEXHUUECKHUX CPEIICTB 3allUThI
win sneMmentoB MCITJIHH, cooTBEeTCTBYIOLIME U3MEHEHUS JOJKHBI ObITh BHeceHbl B CIHCOK U
yrBepxkaeHsl  pykoBoguteneM OBJIITYBCAHATOPUSA wnu  nunoM, OTBETCTBEHHBIM 32
obecnieuenue 3anuthl [1]1H.

4. TpeooBanus k noacucremam C3I1/In.
C3I1/11 BKimroyaet B ceOs ClIeAYIONIME NOCUCTEMBI:
- YIIpaBJIEHUS 1OCTYIIOM, PETUCTPALIUH yUeTa;

- oOecrieyeHus! LIeJTOCTHOCTH U IOCTYITHOCTH;
- aHTUBUPYCHOM 3aIIUTBHI;

- M@XXCETEBOI'0 SKPAHUPOBAHMUS,

- aHaJIM3a 3alUILEHHOCTH;

- OOHapYKEHUS BTOPKEHUM;

- KpUnrorpapu4ecKkoi 3aIiuThl.

[Toncucremer C3I1/IH uMeroT pa3nuyHblii GyHKIIMOHAN B 3aBUCUMOCTH OT kiacca MCII/IH,
onpeeNieHHOro B AKTe KiacCU(pUKaUUd HHMOPMALIMOHHOM CHCTEMBbl MEPCOHAIBHBIX JAHHBIX.
Crnucok coorBerctBust  (yHkumii moacuctem C3IIJJH kiaccy JomkeH ObITh  odopmieH
COOTBETCTBYIOIIUM JOKYMEHTOM.

5. Hoacucremsr C3UAn

5.1.1Toncucrema ynpasiaeHus: JOCTYIIOM, PETUCTPALIMM U y4eTa

[Toncucrema ynpaBiaeHHUs JOCTYIIOM, PETUCTPALIMU M y4€Ta IpeHA3HAaYeHa JJIs peannu3aliuu
cienyomux GyHKIUM:

— UIeHTU(UKAIIIN U TTPOBEPKA MONTMHHOCTH CYOBEKTOB JIOCTYIIA TIPU BXOJIE B
NCIIH;

— UIACHTH(UKAIIMN TEPMUHAIIOB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEITHUX YCTPOUCTB IO
JIOTUYECKUM UMEHAM;

— UACHTU()HUKAIIMY POTPaMM, TOMOB, KaTajaoros, (haiiyioB, 3amucei, oJei 3anucei mno
MMEHaM;

— perucTpanuu BXxoja (BeIxoaa) CyObeKTOB JOCTyIa B CUCTEMY (U3 CUCTEMBI), JINOO
perucTpanus 3arpy3ku 1 MHUIMAIN3aUU ONEePallMOHHON CUCTEMBI U €€ OCTaHOBA.

— pEerucTpalnuy MoMbITOK AOCTYIA MPOTPaAaMMHBIX CPEJCTB (IIPOrpaMM, MPOIIECCOB,
3a/1a4, 3aJJaHni) K 3alrIIaeMbIM (aiiam;

— pErucTpaluy NOMbITOK TOCTYIA MPOTPAMMHBIX CPEICTB K TEpMUHANIAM, KaHaJIaM



CBsI3H, TPOrpaMMaM, TOMaM, KaTaioram, aiaam, 3amucsiM, MOJISIM 3aITHCeH.



[Toncucrema yrmpaBieHHS TOCTYIIOM MOXKET OBITh pEaliM30BaHA C MOMOIIBIO IITATHBIX
cpenctB obpabotku [1/]x (onepammonubix cuctem, npunoxeHuit 1 CYBJ]). Tak ke MoxeT ObITh
BHE/IPEHO CHEIMAJIbHOE TEXHHUYECKOE CPEICTBO MM HUX KOMIUIEKC OCYIIECTBISIOIINE
JIOTIOTHATEIFHBIE MEphl M0 ayTeHTHU(HUKANUKA U KOHTpONro. Hampumep, mpuMeHEHHE €IUHBIX
XPAHWJIUII YYETHBIX 3aIMCEH MOJIb30BaTENICH U PETUCTPALIMOHHON MH(POPMAIIIH, UCTIOJIE30BaAHNE
OMOMETPUYECKUX U TEXHUYECKUX (C MOMOIIBIO AIEKTPOHHBIX MPOITYCKOB) Mep ayTeHTH()HUKAIINN

U IpyTUX.

5.2 Iloncucrema obecriedeHus LeI0CTHOCTH U JOCTYITHOCTH
[Toncucrema oOecrieyeHHs] LEIOCTHOCTH M JOCTYHHOCTH HpeJHa3HayeHa A oOecredeHust
LenocTHocTd. M goctynHoctd IIJIH, mporpamMMubix u  anmapatHbix cpeacts  WMCII/Ix
OBJITYBCAHATOPUS, a Tak xe CpeACTB 3allUThl, NPU CIy4yallHOM WM HaMEpPEeHHOMU
Mo IA(DUKAITHH.
[Toxacucrema peanusyeTcst C TOMOIIBIO OPraHU3alUHU PE3EPBHOTO KOMTMPOBAHHSI 00pabaThIBAEMBIX
JaHHBIX, a TaK XK€ pe3epBUPOBaHNEM KIIt04YeBBIX dneMeHTOB MCIIH.

5.3 Iloacucrema aHTUBUPYCHOM 3aILUATHI

[Toncucrema aHTUBHPYCHOM 3alUTHI MpeAHa3HA4YeHa A 00ecredYeHHs] aHTUBUPYCHOM
3amuThl cepsepoB u APM nonw3oareneit UCII[n OBJITYBCAHATOPUAL.

CpencTtBa aHTUBUPYCHOM 3aIIMThl IIpPEIHA3HAYEHBl JUIS peaM3alluyd  CIEAYIOLIUX
GyHKIMI:
— PE3UCHTHBINA aHTUBUPYCHBI MOHUTOPUHT; — aHTUBUPYCHOE CKAaHUPOBAHUE;
— CKpHIT-OJOKHPOBAHUE;
— LEHTPATU30BaHHYIO/yJAICHHYI0 CTaHOBKY//IEUHCTAIISIIUI0O HTUBUPYCHOTO MPOIYKTA,
HACTPOMKY, aAMUHUCTPUPOBAHHUE,TPOCMOTP OTYETOB M CTATUCTUYECKOM HH(pOopMauu 1o padore
TPOJTYKTa,;
— aBTOMaTH3MPOBAHHOCOOHOBJIEHHE AaHTUBUPYCHBIX 0a3;
— OTPaHUUYEHHUE IIpaB IIOJIB30BATENS HAa OCTAHOBKY HCIOJHSAEMBIX 3alad M W3MEHEHUs
HACTPOEK aHTUBUPYCHOI'O ITPOrPaMMHOT0 00ECTIeUeHUs;
— ABTOMATUYECKHUM 3allyCK Cpa3y IOCNIE 3arpy3Ku OlepaluoHHOM cuctemsl. lloncucrema
peanusyercs MyTeM BHEAPEHUS CHEUAIbHOTO aHTUBUPYCHOTO IPOrPaMMHOTO
obecnieuenust Ha Bce aneMenTs UCII/IH.

5.4 TlogcucreMa MEXCETEBOTO IKPAaHUPOBAHUS

IToacucrema MEXCETEBOTO SKPAaHUPOBAHUS IIPEAHA3HAYCHA IJIs PEAIM3ALUU CIEAYIOINX
byHKIHMII:
— GbuIBTpauU OTKPHITOTO U 3amudpoBaHHOTO (3akpbiToro) I'P-tpaduka mo onpeaenéHHbIM
napameTpam;
— (uKcaluy Bo BHYTPEHHHUX KypHaJlaX HHGOPMAIUH O MPOXOASIIEM OTKPHITOM U 3aKPbITOM
[TP-Tpaduxe;
—— UJCHTU(QUKAIUU U ayTeHTHU(UKALHUIO aJMHHUCTPATOpPAa MEXKCETEBOIO dKpaHa IpPH €ro
JIOKaJIBHBIX 3alpocax Ha JTOCTYII,
— peructpanuu Bxoja (BbIXOJa) aJMHUHHUCTPATOpa MEXKCETEBOI0 JKpaHa B cUCTeMy (U3
CHCTEMBI) TMOO0 3arpy3KH U HHUIIMAIN3ALUU CUCTEMBI M €€ POrPaMMHOI0 OCTaHOBA;
— KOHTPOJIS LIEJIOCTHOCTH CBOEH MPOTrpaMMHON M MH()OPMAIIMOHHON YacTH;
— GuIbTpalUu TAKETOB CIYXEOHBIX NPOTOKOJIOB, CHYXKAaIMX JJIs JUATHOCTHKU U
yIpaBJIeHUS pabOTOM CETEBBIX YCTPOMCTB;
— (GuIbTpaluu C y4E€TOM BXOJHOTO M BBIXOJHOIO CETEBOro MHTep(eiica Kak cpeacTBO
MIPOBEPKU MOJIMHHOCTHU CETEBBIX aJJPECOB;
— PEruCTpaliy U y4yeTa 3alpaliuBaeMbIX CEPBUCOB IIPUKIIATHOTO YPOBHS;



— OJIOKMPOBAHUS JOCTYINAa HEUJCHTU(DUIIMPOBAHHOTO 00BEKTA MU CYObEKTa, MOUTMHHOCTh
KOTOPOTO MPH ayTEHTU(PHUKAIIMU HE MTOATBEPANIACH, METOJaMH, YCTOWYMBBIMH K ITEPEXBaTY;

— KOHTPOJIS 32 CETEBOI aKTUBHOCTHIO IIPUIIOKEHUI U OOHApYKEeHHUs CeTeBbIX arak. [loacucrema
peau3yeTcsl BHEAPEHUEM  [IPOrpaMMHO-alNapaTHBIX — KOMILIEKCOB

MEXCETEBOI0 SKpaHupoBaHus Ha rpanuiie JICB, kmaccom He HIbKE 4.

5.5 IloxcucreMma aHainm3a 3alUILEHHOCTH

[Toncucrema aHanu3a 3alIMIIEHHOCTH, JIOJKHA 00ECIIeYHBATh BBISIBICHHS YS3BUMOCTEI,
cBs3aHHBIX ¢ ommOKkamMu B kKoHburypanuu 110 MCII/H, koTOphie MOTYT OBITh MCIIOJIB30BaHbBI
HapyILIUTEIEM IS pean3allii aTaku Ha CUCTEMY.
OYHKIMOHAT TOJCUCTEMBl MOXET OBITh pPEalu30BaH MPOrPAMMHBIMH ¥ MPOTPaAMMHO-
anmapaTHbIMHU CPEJCTBAMU.

5.6 Tlogcucrema oOHApYKEHUS BTOPKEHUN

[Toncucrema oOHapyKeHUs BTOPKEHHH, JOHKHA 00ECIIEUNBATh BHISIBJICHHE CETEBBIX aTak
Ha aneMeHThl MCIT/IH noakimoueHHbIe K CETAM OOILEro MoIb30BaHUs U (HIIK) MEXKTYHAPOIHOTO
oOMeHa.
OYHKIMOHAT TMOJCUCTEMbl MOXET OBbITh peaqnu30BaH MPOrPaMMHBIMH M MPOTPaMMHO-
armnapaTHbIMU CPEACTBAMM.

5.7 lloncucrema kpuntorpaduIecKoi 3anThI

[Toxcucrema kpunrorpaduyeckoi 3amuThl NpenHasHadeHa s uckimodenuss HCJl k
samumaeMoit nadopmaruu B UCIIIn OBJITYBCAHATOPUS, npu ee nepenayn mo KaHajaam
CBSI3M ceTelt 00IIeTo MOIb30BaHMs U (MIIM) MEKTYHAPOIHOTO OOMEHa.
[Toncucrema  peanusyercs BHEApPEHUs  KpUNTOrpaUuecKux  MPOTrpaMMHO-aNNapaTHBIX
KOMILIIEKCOB.

6. lMoab3oBaTenu UCUn
B Konnenuuu napopmanioHHoi 0€301acHOCTH ONPE/IeNIEHbl OCHOBHBIE M0JIb30BaTENEH.
Ha ocHoBanuu 31X Kateropuu A0HKHA OBITH TpoU3BeeHa TUlu3alus nonb3zoBareneit UCI1/IH,
OTpezieNieH UX YPOBEHb JI0CTYIAa M BO3MOYKHOCTH.
B UCIIAer OBJITYBCAHATOPUSA MOXHO BBLACTUTH  CIEAYIOIIUME  TPYIIIbI
NoJIb30BaTesel, yuacTByIOmuUX B 00padoTke u xpanenuu [1/1H:
— Anmunuctparopa UCIIH;
— AnMmuHHCTpaTOpa 6e30MacHOCTH;
— Oneparopa APM;
— AJIMAHHCTpATOpa CETH;
— TexHuyeckoro cnenuanucTa Mo oo0cHyKMBaHUIO TNepudepuitHoro o0OpyHIOBaHUS;
[Iporpammuct-pazpadorunk UCII/IH.
JlanHble 0 rpynmnax Mmojib30BaTeNsIX, YPOBHE UX JOCTYNa U MHPOPMHUPOBAHHOCTU JOJKEH OBITH
oTpaxkeH B [lonokeHre O pasrpaHUYCHHH TPaB JOCTyHa K 00padaThIBa€MbIM MEPCOHATBHBIM
JTAaHHBIM.

6.1 Anmunuctparop UCII/Ix.

Anmunuctpatop HCIIIH, corpyguuk OBJIITYBCAHATOPUS, oTBEeTCTBEHHBIN 3a
HAcTpoWKy, BHeapenue u compoBoxaenue WCII[lH, obecneuynBaeT (yHKIIMOHHUPOBAHUE
noacuctemsl ynpasieHus noctynoM MCIIIH n ynoiHOMOYEH OCYIIECTBIATh NPEI0CTABICHUE U
pasrpaHUYeHHE JTOCTYyMa KOHEUYHOTo ToJib3oBaTens (Omnepatopa APM) k aiemMeHTaM XpaHsSIIIM
MIEPCOHAIIbHBIE TAHHBIE.



Anmununctpatop UCIT/IH obnanaeT ciaenyronuM ypoBHEM JOCTYIIA U 3HAHUH:

— obmajmaer mosHOW WH(OpManMe O CHCTEMHOM U MPHKJIAAHOM HPOTPaAaMMHOM
obecnieuenun UCIIn;

— o0azaet NoaHON HHpOpMAIHel 0 TEXHUYECKUX cpeacTBax u koHpurypamuu MCI1/IH;
— UMEeT JOCTYIl KO BCEM TEXHHUYECKHUM CpEICTBAM O0pabOTKM MH(POPMALUU U JaHHBIM
NCIIOx;

— obyajjaeT nmpaBaMu KOH(QUIypUPOBaHUSA U aAMUHUCTPATUBHOM HACTPOMKU TEXHUYECKUX
cpeacts UCIT/IH.

6.2 AaMuHUCTpATOp 6E30MACHOCTH

Anmunuctpatop 6e3onacuoctu, corpyanuk OBJITYBCAHATOPUS, orBeTcTBeHHBII 32
¢yukuuonuposanue C3M/IH, Britouas o00CIyKMBaHME€ M HACTPOMKY aJMUHUCTPATHBHOM,
CEpBEPHOIl U KIIMEHTCKOM KOMIIOHEHT.

AnmuHHCTpaTOp 0€30MacHOCTH 00J1a1aeT CIelyIOIIUM YPOBHEM JIOCTYIIa U 3HAHUI:
- obnmamaet mpaBamu Anmunuctparopa UCIT/Ix;
- oOmaaer nostHOM nH(popmarmert 06 MCII/H;
- IM€eT JOCTYI K CpeACTBaM 3alUThl HHPOPMALIUU U TPOTOKOIMPOBAHUS U K YACTH KIIFOUEBBIX
snementoB UCILIH;
- HE MIMEET MpaB JOCTyNa K KOHOUTYPUPOBAHUIO TEXHUYECKUX CPENICTB CETH 32 MCKIIOYCHHUEM
KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AnMuHHCTpaTOp 0€30IMaCHOCTH YIIOTHOMOYECH:
- peaJM30BbIBaTh MOJUTHKHU Oe3omacHocTH B yacTu HacTpoiiku CK3MU, MexceTeBbIX 3KpaHOB U
cucteM OOHapy>KeHHs aTak, B COOTBETCTBUM C KOTOPbIMM Ioiib3oBaTenb (Omnepatop APM)
NOJIy4aeT BO3MOXKHOCTh paboTtath ¢ annemeHTamu MCI1/IH;
- OCYUIECTBJIATH ayIUT CPEJCTB 3aLUTHI;
- YCTaHaBIWBAaTh JIOBEPUTEIbHBIE OTHOLIEHUS CBOEH 3aIMIIEHHOW CETH C CETAMHU JAPYruX
VYupex1eHui.

6.3 Oneparop APM

Onepatop APM, corpynauk OBJITYBCAHATOPUS, ocymectBastomuii 00paboTKy
I1/1H.

O6pabotka 111 BKIItOUaeT: BO3MOXXHOCTB rpocMmotpa [1/1H, pyunoii BBoa I1/IH B cuctemy
UcCIT[In, dopmupoBaHue chpaBok U oTueToB Mo wuHpopmanuu, nomyueHHo uz HCII/.
OmnepaTop He UMeET MOJHOMOYUHN JUIsl yIIpaBiIeHHs oJcucTeMaMu 00paboTku qaHHbIX 1 C3I1/1H.

Omnepatop UCII/lx obnanaer cieayronmM ypoBHEM JOCTYA U 3HaHUI:

- o0namaeT BceMU HEOOXOAMMBIMHM aTpuOyTraMu (HampuMmep, HaposieM), 00ecredHBarOIIMMU
JIOCTYII K HEKOTOpOMY noaMHOkecTBY I1/1H;
- pacnionaraeT KOHQHUACHINAIbHBIMU JaHHBIMHU, K KOTOPBIM UMEET JJOCTYII.

6.4 AIMUHUCTpPATOP CETH

Anmunuctpatop ceru, corpygHuk OBJITYBCAHATOPUS, otBeTcTBEHHBINH 3a
(YHKIIMOHUPOBAHUE TEJIEKOMMYHUKaUMOHHOM mojacuctemsl MCIT/IH. AqMUHHCTpAaTOp CETH He
UMeeT TOJTHOMOYHM [T yIpaBiIeHHs TOICUCTEMaMU 00pabOTKH TaHHBIX U 0€30MacCHOCTH.
AJIMUHHCTpATOpP CETH 00Ja/1aeT CIEAYIONUM YPOBHEM JJOCTYIIA M 3HAHUM:
- o0namaer 4yacTbio MH(OPMALMA O CHUCTEMHOM U MPHUKJIAJHOM MPOrpaMMHOM OOeCreYeHUH
NCITH;
- o0yraiaet 4acThio HH(POpPMAIIUK O TEXHUUYECKHUX cpeacTBax u koHpuryparuu UCI1/IH;



- UMeeT (PU3UUECKUi JOCTYN K TEXHUYECKUM CpeicTBaM 00paboTKu MH(POpPMAIMU U CPEACTBaM
3alIHTHI,
- 3HAa€T, 110 MEHbIIEH Mepe, OJJHO JIETAIbHOE UMS JIOCTYIIA.

6.5 TeXHUYECKUH CIEMUAIUCT IO OOCITYXMBAaHUIO TepupepUuirHOro 00OPYIOBAHUS
TexHu4ecKkui crenuaaucT mo oocnyxuBanuto, corpyaauk OBJITYBCAHATOPUS,
OCYIIECTBIISIET 00CTy)KMBaHUE U HACTPOUKY nepudepuiinoro obopynoBanus MCII/x.
TexHUYeCcKui crnenuagucT Mmo ooOcmyKuBaHUIO He uMeeT goctyna K I[1/lH, He umeer
MOJIHOMOYHH JIJIs1 YIIPaBIIEHUS OJICUCTEMaMH 00paOOTKH TaHHBIX U 0€30MacHOCTH.
TexHUYeCKui crienuaiucT Mo 0OCITYKUBaHHUIO 00JIaJ]aeT CIEYIOIIUM YPOBHEM JIOCTYIIA U
3HaHMI:
—-  obnamaer 4acThio HHPOPMAIUHN O CUCTEMHOM M MTPHUKJIATHOM IPOrPaMMHOM 00eCTIeYeHUN
NCTIH;
— o0azaer 4acThio HHPOPMAIK O TEXHUYECKHUX cpencTBax u koHpuryparuu UCIT/IH;
— 3HAET, 10 MEHBIIIeH Mepe, OJIHO JIeTalIbHOE UM JOCTYTIA.

6.6 IIporpammuct-pazpadorunk UCHU/(x

[TporpaMMuCTBI-pa3zpabOTUMKH MOCTABIIMKH ) TPUKIIAIHOTO IPOTPAMMHOI0 00€CTIeYeHMs,
o0ecreunBaroIIle €ro COMPOBOXKIEHUE Ha 3amuiaecMoM o0bekTe. K maHHON rpymme MoryT
otHocuThcsl Kak coTpynHuku OBJITYBCAHATOPUS, Tak u COTPpYIHUKH CTOPOHHHX
OpraHu3aIuu.
JIuno sToi Kareropuu:

B oOmamaer nH(opMaImei 06 anropuTMax U mporpammax oopaboTku HHPOpPMAITH
Ha
NCIIn;
- o0magaeTr BO3MOXKHOCTSMHU BHECEHUS OIIMOOK, HEIEKIapUPOBAaHHBIX BO3MOXKHOCTEH,
NPOTPaMMHBIX 3aKJIaJl0K, BPEJIOHOCHBIX Nporpamm B nporpammHoe oGecneuenne VCII/IH Ha
CTaJuM ee pa3pabOTKH, BHEAPEHUS U COIPOBOXKICHUS;
- MOJKET pacrioyiararh JroosiMu pparmeHTamu na@opmaiiuu o torosoruu UCIIH n Texunyeckux
cpenctBax 00padoTku u 3amuthl [1/1H, o6padareiBaembix B UCIT/IH.

7.TpeboBanHus K epcoHaly Mo obecrneuennto 3amuThl [1JH

- Bee corpymnukun OBJITYBCAHATOPUS, sasnstounmecs nonb3zoBarensimu MCIIH,
JOJIKHBI YETKO 3HATh U CTPOTO BHIMOIHITH YCTAHOBIEHHBIC MTPaBHIIa U 00S3aHHOCTH 1O JOCTYITY
K 3alMIaeMbIM O0BEKTaM U COOJIIOJCHUIO TPUHATOrO pexuma 6e3onacHocTH [1/1H.

- Ilpu BCTyIuieHMM B JIOJDKHOCTH HOBOT'O COTPYJHHUKA HEMOCPEICTBEHHBIM HadaJlbHUK
NOJpa3JieNieHusi, B KOTOpO€ OH TIOCTyHaer, oOs3aH OpraHu30BaTh €ro O3HAKOMJIGHHE C
JOJKHOCTHOM ~ MHCTPYKIMEH UM  HEOOXOAMMBIMH JIOKYMEHTaMH, pPErjIaMEeHTHPYIOIHUMU
TpeboBanus o 3auute [1/[H, a Takke 00ydeHre HaBbIKaM BBITOJIHEHUS IPOIIeyp, HEOOXOIUMBIX
JUIS CAHKIIMOHUPOBAHHOTO ncnoib3oBanus UCII/Ix.

- CoTpymHUK J0JKeH OBbITh O3HAKOMJIEH cO CBeJeHHsMH Hactosuied [lonutukw,
NPUHATHIX Mpouenyp padotsl ¢ anementamu UCI/x u C3I1/IH.

- Corpynauku OBJIITYBCAHATOPUS, wucnonb3yromme TEXHUYECKUE CPEACTBA
ayTeHTU(UKAINK, JOJDKHBI 00ecrevYnBaTh COXPAHHOCTh HICHTU(DUKATOPOB (DIEKTPOHHBIX
kioueit) u He gomyckath HCJl k HMM, a Tak XK€ BO3MOXKHOCTh UX YT€PHU WJIM UCHOJIb30BaHUS
TpeTtbuMu JunamMu. [lonb30BaTenu HECYT MEPCOHAIbHYIO OTBETCTBEHHOCTh 3a COXPaHHOCTH
UACHTU(PUKATOPOB.

-  Corpygnuku OBJIITYBCAHATOPHUSA  pomxHbl  clenoBaTh  YCTAHOBJICHHBIM
Mpoleypam mojaepkanus pexxuma 6ezonacHocTH [1J[H mpu BeIOOpE M MCTIOJIB30BAaHUH TTApOJIeH
(ecmu HE UCMONB3YIOTCA TEXHHYECKHE cpeacTBa ayreHTuukauu). Ilpomemypa BbIOOpa,



UCTOJIB30BaHUSI M CMEHBl Tapoyiell (ecnmu He HCIOJB3YIOTCS TEXHUYECKHE CpelCcTBa
ayrentudukanun) onpeaenstorcs [Nomutukoit maponeit OBJITYBCAHATOPUSI.

- KATEI'TOPUYECKU 3AIIPEINAETCA nepenaBarh napoiu TPETHUM JIMLAM U XPAHUTh
napoyv Ha OYMaKHBIX HOCUTEIISX.

- Corpynuuku OBJITYBCAHATOPUS nomxubl oOecriednBaTh HaAJICKAIIYIO 3aIIUTY
00opy0BaHus, OCTaBIsAeEMOro 0e3 MpUCMOTpa, OCOOEHHO B TeX Cly4asX, KOrja B IOMELICHHe
UMEIOT JIOCTYNl IIOCTOpPOHHME JHIa. Bce mosb3oBaTenu MOJKHBI 3HaThb TpPeOOBaHMS 110
6e3onacHocty I1JIH m mponenypsl 3amuThl 000pyAOBaHMs, OCTABJICHHOIO 0€3 MpHUCMOTpa, a
TaKXKe CBOM OOSA3aHHOCTH M0 oOecneueHuro Takod 3amurbl. COTpyqHHMKAM 3alperaercs
yCTaHaBJIMBaTh MOCTOPOHHEE IPOrpaMMHOE OOecreueHue, MOJKIYaTh JIMYHbIE MOOMIIbHBIE
YCTPOMCTBA M HOCUTENU HH(POPMAIINH, A TaK XKe 3aIHChIBaTh Ha HUX 3alUIIAeMYyI0 HH(OPMAIIHIO.

- Ilpu nomO3pUTENFHOM/HECTAHAAPTHOM IIOBEACHUU IEPCOHAIBHOTO KOMIIBIOTEPA,
MOCTYIIEHUH NTOJ03PUTENBHBIX ITUCEM I10 3JIEKTPOHHOM [10YTE, MHBIX JIOKAIBbHBIX MHIIUIEHTOB Ha
APM - HezameuTeIbHO HHOOPMUPOBATH 00 ATOM BEIYILIETO CUCTEMHOTO aJMHHUCTPATOpa H
CBOETO HENOCPEICTBEHHOTO PYKOBOJUTEIIS.

- KATEI'OPUYECKHM 3AIIPEHIAETCS oTkpeiBaTh NOJO3PUTENbHBIE ITUCHMA,
HOJIy4EHHBIE 110 3JIEKTPOHHOM MOYTEe, a TakXke MPEeANPUHUMATh KaKue-In00 caMOCTOATENIbHbIE
JeMcTBUS TP MOA03PUTEIBHOM/HECTAHIaPTHOIOBEIEHUH I1EPCOHATILHOIO KOMITbIOTEpa

- CoTpyHUKaM 3alpelaercs pasriamarh 3allydiiaeMyo HHPOpPMaLUIo, KOTopas cTaja
UM u3BecTHa npu padote ¢ nHpopmaunonusiMu cucreMamu OBJITYBCAHATOPUS, tperbum
JULAM.

- IIpu pabore ¢ IIdu B HCIHAu corpymauku OBJITYBCAHATOPUS o006s3anbl
o0ecneunTh OTCYTCTBHE BO3MOKHOCTH npocMoTpa IIJ[H Tperbumu numamu ¢ MOHUTOpOB APM
WIY TEPMHUHAIOB. B cilyuae BBIHYX/IEHHOIO BPEMEHHOI'O OCTABJICHHsI CBOET0 paboyero mecra 6e3
BBIKJIFOUEHHSI KOMIIbIOTEpa clieAyeT 3a0J0KHpOBaTh JOCTYN Yepe3 KOMOMHAIMIO KJIaBHII
«Win+Ly.

- ITpu 3aBepmiennn padotel ¢ UCII[IH coTpyannku o0s3anbl 3ammTuTh APM min
TEPMUHAJIBI C TOMOIIbIO OJOKMPOBKHM KIIFOUOM WIJIM SKBHUBAJEHTHOTO CPEJICTBA KOHTPOJI,
HanpuMep, JOCTYIOM I10 MapoJIt0, €CIU HE HMCIONb3YIOTCS 00Jiee CUIIbHBIE CPEICTBA 3aIMTHI.
Takoke, B 3TOM ciiydae clieyeT 3a0JIOKHpOBaTh JOCTYI Yepe3 koMOuHatmio KiaBui «\Win+Ly.

- Corpynnuku OBJITYBCAHATOPUS nomxkubl 66T NPOMHPOPMUPOBAHEI 00 yrpo3ax
HapylleHus pexxuma 6esonacHocT [1/IH 1 oTBeTCTBEHHOCTH 3a ero HapyueHue. OHU JOJKHbI
OBITH 03HAKOMJIEHBI C YTBEp:KJIEHHON (OpMalibHON MPpOLEIypOl HAJTOXKEHUS JUCHUIUIMHAPHBIX
B3bICKAHUM Ha COTPYIHUKOB, KOTOpPBIE HApyIIWIM NPUHATHIE IOJIUTHUKY W IPOLELYpHI
oe3onacHoctH [1]1H.

- CotpynHuku 00s3aHBI 0e3 MpOMeUIeHUs cooOmarh 000 BceX HAOMIOJaeMbBIX WU
noa03puTeNbHbIX cinydasx padotel UCIIIH, Morymux moBsedb 3a coO00H yrpo3bl 0€30MacHOCTH
[T/1H, a Takke O BBISIBJIEHHBIX MU COOBITHSX, 3aTparuBatoninx o6esomnacuocts [1/1H, pykoBoaCTBY
MoJipa3/iesieHus U JUILy, OTBEYAIOIIEMY 3a HEME/IJICHHOE pearipoBaHUe Ha yrpo3bl 0€30MacHOCTH
I1/1H.

8.Jo/kHoCTHBIE 0013aHHOCTH NoJb3oBaTeseil UCII/In.
JomkHocTHBIE 00si3aHHOCTH mojb3oBarened MCII/IH moDKHBI OBITH OINKMCAaHBI B
CIEAYIOLIUX JOKYMEHTAX:
- Uncrpykunsa agmunuctpatopa UCIT1H;
- Uactpykumst anmuaucTparopa 6e3omacaoctu UCIIH;
- Uuctpykums nons3zoBarens UCIIH;
- MHCTpyKIIMS MOaB30BaTesis IPYU BOSHUKHOBEHNN BHEIITATHBIX CUTYalUH.



9. OTBercTBeHHOCTH cOTpyAHUKOB UCII/In OBJITYBCAHATOPUS.

- B cootBercTBUU cOo cT. 24 DenepanbHOro 3akoHa Poccuiickoit denepanun ot 27 nrois
2006 r. M 152-®3 "O nepcoHanbHBIX JAaHHBIX" JIMIA, BUHOBHBIE B HApylICHHH TPeOOBAHUI
naHHoro @eznepanbHOrO 3aKOHA, HECYT TPAXKIAHCKYI0, YIOJIOBHYIO, aJMHUHUCTPATUBHYIO,
JUCLUIUIMHAPHYI0O M UHYIO IPEITYCMOTPEHHYIO 3aKoHoAaTenbcTBoM Poccuiickoin denepanmu
OTBETCTBEHHOCTb.

- JlelicTBytouiee 3akoHoAarenbcTBO P® mo3BosisseT NpeabsBiIATh TpeOOBaHUS I10
obecrieyeHno 0Oe3omacHOM paboTHl ¢ 3amMIiaeMol HHQopManuell M npeaycMaTpuBaeT
OTBETCTBEHHOCTb 3a HApYLICHUE YCTAHOBJICHHBIX IpaBui JKcIulyatauuun OBM u cucrewm,
HEMpaBOMEPHBIM J0oCTyn K HMHQOpPMALUHM, €CIM 3TH JAEHCTBHS NPHUBEIU K YHHUYTOXXEHHUIO,
OJIOKMPOBaHUIO, MOJU(PHUKAIINK UHPOPMALIMU WU HapyIIeHUI0 paboTel OBM wnnu ceteii (craTthu
272,273 u 274 YKP®).

— IIpn napymenusix corpyanukamu OBJITYBCAHATOPUSA - nonb3osareneit MCIIAn
NpaBUJI, CBA3aHHBIX ¢ Oe3omacHOCThIO II1/[H, OHM HECYT OTBETCTBEHHOCTH, yCTAaHOBJICHHYIO
JIEHCTBYIOLLIMM 3aKOHOAaTenbcTBOM Poccuiickoit @denepanun

10. CiHCcOK MCIOJIL30BAHHBIX HCTOYHNKOB
OCHOBHBIMU HOPMAaTHBHO-TIPABOBBIMU UM METOAMYECKUMHU JOKYMEHTaMH, Ha KOTOPBIX
Oazupyetcs Hacrosee [lonoxenue, IBASIOTCS:

1. Vka3 Ilpesunenta P® ot 01.05.2022 r. M 250 "O nONOIHUTENBHBIX MEpPax IO
obecnieueHno nHGOpMaIMOHHOM Oe3omacHocTH Poccuiickoit denepamnmn’”

2. ®enepanbublii 3akoH 0T 27.07.2006 . M 152-®3 "O nepcoHalbHBIX JaHHBIX" (a1ee -
®3 "O mnepcoHaNbHBIX [aHHBIX"), YCTAHABIWBAIOIIMNA OCHOBHBIC TNPUHIUIBI U YCIOBHS
o0pabotku I1J]H, mpaBa, 00513aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIEHUH, CBA3aHHBIX C
obpaboTtkoit IT1/]H.

3. "llonoxxenue 06 obecriedeHUH O€30MACHOCTH IEPCOHAIBHBIX JAHHBIX NpPU HUX
0o0paboTke B HWHPOPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JAaHHBIX", YTBEpKJIECHHOE
[TocranoBnenuem [IpaButenscrea PO ot 17.11.2007 r. M 781.

4. "llopsaok mpoBeneHus: Kiaccuukanuy WHPOPMALMOHHBIX CHUCTEM IEPCOHAIBHBIX
naHHbIX", yTBepkaAeHHbIN coBMecTHBIM [Ipukazom @CTOK Poccuun M 55, ®CB Poccuun M 86 u
Mununpopmcessizu PO M 20 ot 13.02.2008 r.

5. "IlonoxxeHne 06 0COOEHHOCTAX 00PabOTKU MEPCOHATBHBIX JaHHBIX, OCYIECTBISEMON
0e3 HCII0JIb30BaHMsI CPEJICTB aBToMaTn3auuu', yreepxxaeHnoe [locranosnenuem [IpaBurenscrBa
P® ot 15.09.2008 r. M 687.

6. "TpeboBaHMs K MaTepHaIbHBIM HOCUTENISIM OMOMETPUYECKHUX NTEPCOHATIBHBIX JAHHBIX U
TEXHOJIOTUSIM XPaHEHUs TaKUX JTAHHBIX BHE HMH(OPMAIIMOHHBIX CUCTEM MEPCOHATIBHBIX JaHHBIX ",
yrBepxkeHHbIe [locTanoBnenuem IIpasutensctea PO ot 06.07.2008 r. M 512.

7. HopmatuBHO-MeToAn4eckre10KyMeHTbl denepanbHoil CityKObl M0 TEXHUYECKOMY U
sKcrepTHOMY KoHTpoito Poccuiickoit @enepanuu (nanee - ®CTOK Poccun) no obecrneueHuro
6e3onacuoctu [1/1a mpu ux o6padotke B UCIT/H:

8. Pexkomennmanuu mo oOecredeHHI0 0e30MacHOCTH TEePCOHANBHBIX JAHHBIX HpU HUX
00paboTke B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX IaHHBIX, YTB. 3aM. qupekropa PCTIOK
Poccun 15.02.08 . (IACII)

9. OcHOBHBIE MEPONPHUATHS 10 OpPraHU3ALMU U TEXHUUYECKOMY 00ecreueHUIo
0€30MacHOCTH MEPCOHANbHBIX JaHHBIX, OOpa0aThiBa€MbIX B HWH(GOPMAIMOHHBIX CHCTEMax
MePCOHANIBHBIX TaHHBIX, YTB. 3aM. nupekropa @CTIK Poccun 15.02.08 r. (ACIT)



10. ba3oBasg mMozenb yrpo3 6€30MacHOCTH MEPCOHATBHBIX JAaHHBIX MPHU UX 00paboTKe B
MH(POPMALIMOHHBIX CHUCTEMaX IMEpPCOHANBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTOK Poccum
15.02.08 r. (ACII)

11. Metonuka onpeneneHuss akTyalbHbIX yYrpo3 O€30MacHOCTH MEPCOHAIbHBIX JaHHbBIX

npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX, YTB. 3aM. TUPEKTOpa
OCTOK Poccun 15.02.08 r. (JICII)



